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Scope of talk

● What is data governance?
● Why is it a thing?
● Why is it critical to enterprise big data?
● What tools are available?
● How do we implement big data governance?
● What is the future of big data governance? 



What is data governance?



Definition

Data governance is the orchestration of people, processes, 
technology, and policies to ensure the availability, 
usability, integrity, consistency, auditability, and 
security of our data.



Break that definition down

orchestration of 

● people, 
● processes, 
● technology, 
● policies

to ensure data

● availability
● usability
● integrity
● consistency
● auditability
● security



Business objectives

● Understand implications of a data outage
● Understand the impact of a data change
● Mitigate the corruption of data over time
● Mitigate the impact of data changes
● Mitigate the impact of data outages
● Rapidly identify and fix data impacts and prevent them 

from reoccurring



Why is this even a thing?



Locke’s Law

Communication is the transfer of 

human thought from one 

individual to another through a 

shared physical medium.

Information is the physical form 

that thought takes during 

communication



Communication



Data does not add up to information



Shannon’s Law

The fundamental problem of 

communication is that of 

reproducing at one point either 

exactly or approximately a 

message selected at another 

point.



Shannon’s model



Implications of Shannon’s law

These semantic aspects of communication are irrelevant to the 

engineering problem. 

The significant aspect is that the actual message is one selected from a 

set of possible messages.



Encoding

Employee identifier

Customer identifier

Product identifier

Location identifier



Wittgenstein’s Law

Individual can never perfectly 

manifest a thought and can never 

perfectly interpret information.

Semantic incongruity is 

unavoidable.



Semantic Gap



10,000
Number of words to be fluent in a language

Number of code identifiers in EDI X12 or EDIFACT



Salary example

● Salary
● USD
● Gross pay before taxes

● Salaire
● EUR
● Net pay after taxes plus 

lunch allowance



Translation

Application Division Company Industry



Miller’s Law

Individuals have a finite capacity 

for communication based on the 

inherent cognitive limitations of 

the human mind.



7 ± 2
The number of distinct items a human can consistently 
distinguish on a single sensory perception



Bottleneck



Aggregate



Taxonomy



Taxonomy



Different taxonomies 

Sales: aggregated by sales region

Logistics: aggregated by distribution center

Marketing: aggregated by municipal statistical area (MSA) 

Accounting: aggregated by channel partner



Why is data governance a thing?

Different encodings

Semantic incongruity

Different taxonomies

The very (human) nature of information itself 



Why is data governance critical to success?



Garbage in, garbage out



Salary example (again)

● Salary
● USD
● Gross pay before taxes

● Salaire
● EUR
● Net pay after taxes plus 

lunch allowance



Complex data lineage



Customer trust



Know the data

Semantics

Lineage

Transformations

Disruption

Corruption



Regulation

Personal identifying information (PII)

HIPAA

GDPR



Data governance is...

orchestration of 

● people, 
● processes, 
● technology, 
● policies

to ensure data

● availability
● usability
● integrity
● consistency
● auditability
● security



Business objectives

● Understand implications of a data outage
● Understand the impact of a data change
● Mitigate the corruption of data over time
● Mitigate the impact of data changes
● Mitigate the impact of data outages
● Rapidly identify and fix data impacts and prevent them 

from reoccurring



What tools are available?



Commercial & open source tools

Collibra

Informatica

Datum

SAP

IBM

Cloudera Navigator

Apache Nifi

Schema Registry

Apache Ranger

Apache Atlas



Nifi data flow



Nifi data provenance



Nifi data provenance



Schema registry



Schema registry

Centralized registry – Provide reusable schema to avoid 
attaching schema to every piece of data.

Version management – Define relationship between schema 
versions so that consumers and producers can evolve at 
different rates.

Schema validation – Enable generic format conversion, 
generic routing, and data quality.



Apache Ranger



Atlas metadata search





Metadata details



Atlas data lineage



Atlas tags



Ranger rules with Atlas tags



Data governance tools

Apache Nifi

Schema Registry

Apache Ranger

Apache Atlas



How do we implement?



Data governance maturity model

Know where you are

Know where you are going

Improve what you measure



Stamford DGMM



Data stewards

Information challenges are people challenges

Ownership 

Accountability



Data dictionary

Document your technical metadata to describe 

● structure 
● relationship to other data 
● origin 
● format 
● use



Data glossary

identify where there are a number of differing definitions 
for the same term 

  and conversely 

where a number of different terms have the same definition



Master data management

The “nouns” upon which business transactions take action

Core entities of an enterprise that are used by multiple 
business process and IT systems

● Parties (customers, employees, vendors, suppliers) 
● Places (locations, sales territories, offices)
● Things (accounts, products, assets, document sets)



How to get started

1. Data governance maturity model
2. Data stewards
3. Data dictionary
4. Data glossary
5. Master data management



Future of data governance



Future

Less bureaucracy, more automation

Graph databases

Open source

Machine learning



Thank you!



Data is transducers


